Authenticate Snyk report: AN-450-
version-2 branch

amars@Amars-MBP .aws %docker scan --version

Version: v0.14.0

Git commit: 3f7dbd1

Provider: Snyk (1.978.0)

amars@Amars-MBP .aws % docker scan 533572528496.dkr.ecr.ap-
southeast-2.amazonaws.com/anbe-an-450-version-2:latest

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-
450-version-2:latest...

Organization: amarsimha.hanasoge
Package manager: rpm
Project name: docker-image|533572528496.dkr.ecr.ap-southeast-

2.amazonaws.com/anbe-an-450-version-2

Dockerimage: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest
Platform: linux/amd64

Base image: amazonlinux:2.0.20220719.0
Licenses: enabled

v Tested 203 dependencies for known issues, no vulnerable paths found.

According to our scan, you are currently using the most secure version of the
selected base image

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-
450-version-2:latest...

Tested 132 dependencies for known issues, found 3 issues.

Issues to fix by upgrading:


http://533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-version-2:latest
http://533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-version-2:latest
http://533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-version-2
http://533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-version-2:latest
http://533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-version-2:latest

Upgrade org.bouncycastle:bcprov-jdk150n@1.68 to
org.bouncycastle:bcprov-jdk150n@1.69 to fix
X Cryptographic Issues [Medium Severity][https://security.snyk.io/vuln/SNYK-
JAVA-ORGBOUNCYCASTLE-2841508] in org.bouncycastle:bcprov-
jdk150n@1.68
introduced by org.bouncycastle:bcprov-jdk150n@1.68

Upgrade org.jetbrains.kotlin:kotlin-stdlib@1.5.32 to
org.jetbrains.kotlin:kotlin-stdlib@1.6.0 to fix
X Improper Locking [Medium Severity][https://security.snyk.io/vuln/SNYK-JAVA-
ORGJETBRAINSKOTLIN-2628385] in org.jetbrains.kotlin:kotlin-stdlib@1.5.32
introduced by org.jetbrains.kotlin:kotlin-stdlib@1.5.32

Issues with no direct upgrade or patch:
X Information Exposure [Low Severity][https://security.snyk.io/vuln/SNYK-JAVA-
ORGJETBRAINSKOTLIN-2393744] in org.jetbrains.kotlin:kotlin-stdlib@1.5.32
introduced by org.jetbrains.kotlin:kotlin-stdlib@1.5.32
No upgrade or patch available

Organization: amarsimha.hanasoge

Package manager: maven

Target file:  /opt/haventec/authenticate

Project name: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest:/opt/haventec/authenticate

Dockerimage: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest

Licenses: enabled

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-
450-version-2:latest...

Organization: amarsimha.hanasoge


https://security.snyk.io/vuln/SNYK-JAVA-ORGBOUNCYCASTLE-2841508
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Package manager: maven

Target file:  /opt/haventec

Project name: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest:/opt/haventec

Dockerimage: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest

Licenses: enabled

v Tested 13 dependencies for known issues, no vulnerable paths found.

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-
450-version-2:latest...

Organization: amarsimha.hanasoge

Package manager: maven

Target file:  /usr/share/log4j-cve-2021-44228-hotpatch/jdk11

Project name: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest:/usr/share/log4j-cve-2021-44228-hotpatch/jdk11
Dockerimage: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest

Licenses: enabled

v Tested 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-
version-2:latest for known issues, no vulnerable paths found.

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-
450-version-2:latest...

Organization: amarsimha.hanasoge

Package manager: maven

Target file:  /usr/shareflog4j-cve-2021-44228-hotpatch/jdk17

Project name: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest:/usr/share/log4j-cve-2021-44228-hotpatch/jdk17



http://533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-version-2:latest:/opt/haventec
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Dockerimage: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest
Licenses: enabled

v Tested 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-
version-2:latest for known issues, no vulnerable paths found.

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-
450-version-2:latest...

Organization: amarsimha.hanasoge

Package manager: maven

Target file:  /usr/share/log4j-cve-2021-44228-hotpatch/jdk8

Project name: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest:/usr/share/log4j-cve-2021-44228-hotpatch/jdk8
Dockerimage: 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-
an-450-version-2:latest

Licenses: enabled

v Tested 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-
version-2:latest for known issues, no vulnerable paths found.

Tested 6 projects, 1 contained vulnerable paths.

amars@Amars-MBP .aws %
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