
Console Snyk scan report
maulipatel@ip-192-168-0-88 .aws % date                                                                    

Thu 18 Aug 2022 15:34:16 AEST

maulipatel@ip-192-168-0-88 .aws % docker image list

REPOSITORY                                                                TAG       IMAGE ID       CREATED

        SIZE

533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/anbe-an-450-version-2

latest    195e367111b2   47 hours ago    557MB

533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-450-version-2

latest    889cbede7678   47 hours ago    565MB

haventec/authenticate                                                     latest    e9ab18576a98   2

weeks ago     562MB

jboss/keycloak                                                            latest    81c4b5d3fb43   12

months ago   715MB

postgres                                                                  9.6       3d1cd65c30dd   15 months

ago   200MB

jboss/keycloak                                                            8.0.1     09676d652352   2 years

ago     648MB

nexus.infra.internal.haventec.com:5556/haventec/postgres                  latest   

e56eb6ee0bfb   3 years ago     38.6MB

maulipatel@ip-192-168-0-88 .aws % snyk container test --app-vulns

533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-450-version-

2:latest

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-

450-version-2:latest...

Organization:      mauli.patel

Package manager:   rpm

Project name:      docker-image|533572528496.dkr.ecr.ap-southeast-

2.amazonaws.com/cpbe-an-450-version-2

Docker image:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest

Platform:          linux/amd64

Base image:        amazonlinux:2.0.20220719.0

Licenses:          enabled
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✔ Tested 203 dependencies for known issues, no vulnerable paths found.

According to our scan, you are currently using the most secure version of the

selected base image

-------------------------------------------------------

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-

450-version-2:latest...

Tested 161 dependencies for known issues, found 7 issues.

Issues to fix by upgrading:

  Upgrade org.jboss.resteasy:resteasy-client@3.13.2.Final to

org.jboss.resteasy:resteasy-client@4.5.8.SP1 to fix

  ✗ Information Exposure [Medium Severity][https://security.snyk.io/vuln/SNYK-

JAVA-ORGJBOSSRESTEASY-1009963] in org.jboss.resteasy:resteasy-

client@3.13.2.Final

    introduced by org.jboss.resteasy:resteasy-client@3.13.2.Final

  Upgrade org.jetbrains.kotlin:kotlin-stdlib@1.5.32 to

org.jetbrains.kotlin:kotlin-stdlib@1.6.0 to fix

  ✗ Improper Locking [Medium Severity][https://security.snyk.io/vuln/SNYK-JAVA-

ORGJETBRAINSKOTLIN-2628385] in org.jetbrains.kotlin:kotlin-stdlib@1.5.32

    introduced by org.jetbrains.kotlin:kotlin-stdlib@1.5.32

  Upgrade org.keycloak:keycloak-core@15.1.1 to org.keycloak:keycloak-

core@17.0.1 to fix

  ✗ Cross-site Scripting (XSS) [Medium Severity]

[https://security.snyk.io/vuln/SNYK-JAVA-ORGKEYCLOAK-2434281] in

org.keycloak:keycloak-core@15.1.1

    introduced by org.keycloak:keycloak-core@15.1.1

  ✗ Improper Authorization [High Severity][https://security.snyk.io/vuln/SNYK-

JAVA-ORGKEYCLOAK-2805802] in org.keycloak:keycloak-core@15.1.1

    introduced by org.keycloak:keycloak-core@15.1.1
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Issues with no direct upgrade or patch:

  ✗ Improper Input Validation [Medium Severity]

[https://security.snyk.io/vuln/SNYK-JAVA-IOSPRINGFOX-1317096] in

io.springfox:springfox-swagger2@3.0.0

    introduced by io.springfox:springfox-swagger2@3.0.0

  No upgrade or patch available

  ✗ Information Exposure [Low Severity][https://security.snyk.io/vuln/SNYK-JAVA-

ORGJETBRAINSKOTLIN-2393744] in org.jetbrains.kotlin:kotlin-stdlib@1.5.32

    introduced by org.jetbrains.kotlin:kotlin-stdlib@1.5.32

  No upgrade or patch available

  ✗ Authorization Bypass [Medium Severity][https://security.snyk.io/vuln/SNYK-

JAVA-ORGKEYCLOAK-1085642] in org.keycloak:keycloak-core@15.1.1

    introduced by org.keycloak:keycloak-core@15.1.1

  No upgrade or patch available

Organization:      mauli.patel

Package manager:   maven

Target file:       /opt/haventec/cloudportal

Project name:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest:/opt/haventec/cloudportal

Docker image:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest

Licenses:          enabled

Snyk wasn’t able to auto detect the base image, use `--file` option to get

base image remediation advice.

Example: $ snyk container test 533572528496.dkr.ecr.ap-southeast-

2.amazonaws.com/cpbe-an-450-version-2:latest --file=path/to/Dockerfile

To remove this message in the future, please run `snyk config set

disableSuggestions=true`

-------------------------------------------------------
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Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-

450-version-2:latest...

Organization:      mauli.patel

Package manager:   maven

Target file:       /opt/haventec

Project name:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest:/opt/haventec

Docker image:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest

Licenses:          enabled

✔ Tested 13 dependencies for known issues, no vulnerable paths found.

-------------------------------------------------------

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-

450-version-2:latest...

Organization:      mauli.patel

Package manager:   maven

Target file:       /usr/share/log4j-cve-2021-44228-hotpatch/jdk11

Project name:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest:/usr/share/log4j-cve-2021-44228-hotpatch/jdk11

Docker image:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest

Licenses:          enabled

✔ Tested 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-450-

version-2:latest for known issues, no vulnerable paths found.

-------------------------------------------------------

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-

450-version-2:latest...

Organization:      mauli.patel

Package manager:   maven
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Target file:       /usr/share/log4j-cve-2021-44228-hotpatch/jdk17

Project name:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest:/usr/share/log4j-cve-2021-44228-hotpatch/jdk17

Docker image:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest

Licenses:          enabled

✔ Tested 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-450-

version-2:latest for known issues, no vulnerable paths found.

-------------------------------------------------------

Testing 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-

450-version-2:latest...

Organization:      mauli.patel

Package manager:   maven

Target file:       /usr/share/log4j-cve-2021-44228-hotpatch/jdk8

Project name:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest:/usr/share/log4j-cve-2021-44228-hotpatch/jdk8

Docker image:      533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-

an-450-version-2:latest

Licenses:          enabled

✔ Tested 533572528496.dkr.ecr.ap-southeast-2.amazonaws.com/cpbe-an-450-

version-2:latest for known issues, no vulnerable paths found.

Tested 6 projects, 1 contained vulnerable paths.
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